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RISK MANAGEMENT POLICY AND GUIDELINES

Introduction
Risk Management is a structured approach to identifying, assessing and controlling risks that emerge as the Commission fulfils its obligations. Its purpose is to support better decision making through understanding the risks inherent in Commission activities and their likely impact.
Policy Statement

The Commission believes that effective risk management is key to our ability to successfully deliver our objectives. Through effective risk management:

· Achievement of objectives is more likely.
· The need for re-working and fire-fighting is reduced.
· The likelihood of adverse events occurring is reduced.
·  Resources are utilised more efficiently and effectively.
Risk Management Approach Overview

The Commission will take a pragmatic and active approach to risk management by adopting a risk management strategy that:

· Establishes ownership and leadership of risk management policies.
· Ensures clear communication of organisational risk management policies to all staff and consultants engaged on Commission activities.
· Fully embeds risk management into the planning and business processes of the Commission and ensures it is consistently applied.
 

· Identifies possible risks in advance and puts controls in place to minimise the likelihood of their materialising with adverse effects.
 

· Has processes in place to monitor risks, and access to reliable, up-to-date information about risks.
 

· Facilitates decisions supported by a framework of risk analysis and evaluation.

Ability
We ensure that our staff are able to deliver this policy through performance management and professional development processes and by provision of training. 
Roles and Responsibilities

Risk Management in the Commission is considered to be a core component of good management and is not considered to be a separate or standalone activity. Risk Management is integrated into our management structure and management activity. Diagram 1 illustrates the key management roles and responsibilities in relation to how the Commission identifies, controls and monitors risk.   
Diagram 1: Flow of risk management in the Scottish Human Rights Commission
	CHAIR: The Chair of the Commission, supported by the Business Manager, has overall responsibility for the Risk Management processes of the Commission.  




































































































































































































Risk Management Tools

     A Risk Register is a key day to day tool in the Commission to help managers and project managers achieve their objectives. The risk register drives and evidences risk management activities. The risk register is a record of all identified risks relating to an objective (or set of objectives). 

The contents of a risk register should

· Be kept clear and simple. 

· Contain information that is worthwhile. 

· Enable reporting to others about risks. 

Our risk registers use the following standard format
	Project and Objective
	Description of Risk
	Risk Owner
	Cause of Risk
	Current Controls
	Likelihood
	Impact
	Score
	Control Action(s) to Take
	Action Owner
	Target Completion Date

	 
	 
	 
	 
	 
	 
	 
	0
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	0
	 
	 
	 


Guidance and examples of information to input into the risk register are given below. 

	Project and Objective
	Description of Risk
	Risk Owner
	Cause of Risk
	Current Controls
	Likelihood
	Impact
	Score
	Control Action(s) to Take
	Action Owner
	Target Completion Date

	Input the project (or activity) and objective that the risk relates to. For example: Business Management - To provide an efficient enquiry management service and signposting information to individuals that contact the Commission. 
	A risk is an uncertain event (or set of events) which should it occur, will have an effect upon the achievement of objectives. Input here a clear and brief description of the risk. For example: Demand is greater than provision 
	The risk owner is the person responsible for the objective the risk is associated with
	Input here what the cause(s) of the risk is. For example: The Commission is experiencing growing numbers of callers requesting assistance we can not provide under our mandate, callers are not satisfied with being signposted and staff do not feel sufficiently equipped to manage this or that current systems support growing occurrence of this.
	Input any existing controls. For example: 1. Managing stress policy is in place. 2. An Employee Assistance Programme is in place. 3. Line management structure is in place 4. Signposting information is in place. 
	Using the scoring table in this policy score how likely it is that the risk will occur despite the existing controls identified in the previous column. For example: 3
	Using the scoring table in this policy score the level of the impact the risk will have should it occur despite the existing controls identified For example: 3
	9
	Input any additional control action(s) to be taken. Actions to be taken should either; reduce the likelihood of the risk occurring, reduce the impact if it does occur or both. For risks with a low likelihood and/or low impact score it may not be required to take actions and the risk will be tolerated.   For example: 1. Training on managing difficult contacts to be provided to frontline staff (providing suitable training reduces the impact that staff will experience high levels of stress when demand is greater than provision)
	Actions can be delegated by the Risk Owner
	Input the date by which the control action is to be taken.


The Risk Management Process in the Commission
Stage One – Identifying and Recording Risks
A risk is an uncertain event (or set of events) which should it occur, will have an effect upon the achievement of objectives. A risk consist of the likelihood of the threat happening and the impact should the threat happen. Identification of risks for each project or business activity is undertaken at the project or activity level. Identification of cross cutting risk is undertaken at the Management Team level. This initial exercise is to identify all potential risks to the work of the Commission. Once a risk has been identified it must be recorded in the relevant risk register. A list of common potential risk areas are: 

· Financial.
· Reputational.
· Operational.
· Legal.
Stage Two – Identify Risk Owner

The risk owner is the person who owns the objective that the risk is attached to. The risk owner may delegate actions to control risk to others but the risk owner must:

· Understand and monitor the risk.
· Be able to report on the status of the risk.
· Ensure appropriate controls are enacted.
· Ensure the Risk Management policy is followed.
Stage Three – Evaluate Risks and Compare Against the Commission’s Risk Tolerance
Risks must be scored depending on their likelihood and impact. Scores are entered against the risk in the risk register. Scoring format is shown in the table below. The risk tolerance of the Commission is also illustrated in a Red, Amber, Green format in the table. The Red, Amber, Green status of a risk shows level of tolerance and when a risk should be escalated. A Green risk may be fully managed at the project or activity level. An amber risk must be reported to the Management Team regardless of where the risk and the control action is being managed. A red risk must be reported to the Chair of the Commission regardless of where the risk and the control action is being managed
	IMPACT

LIKELIHOOD
	1
	2
	3
	4

	
	LOW
	MEDIUM -         LOW
	MEDIUM - HIGH
	HIGH

	1
	LOW 
	1
	2
	3
	4

	2


	MEDIUM -             

LOW 
	2
	4
	6
	8

	3  
	MEDIUM –

HIGH
	3
	6
	9
	12

	4  
	HIGH
	4
	8
	12
	16


Green
Within approved tolerance, can be manage and controlled at delegated level without further reporting 
Amber
Must be reported to management team in the risk register format
Red

Must be reported to Chair of the Commission in the risk register format
Stage Four – Identify Suitable Risk Controls

There are four main types of risk control:
	Tolerate
	· Accept the risk, subject to monitoring.

	Treat

	· Identify and take action which results in the reduction of the likelihood and/or the impact. 
· With some high impact risks it may also be appropriate to have a contingency plan in place to be enacted should the risk happen.

	Transfer
	· Passes the risk to an external third party who bears or shares the impact. 
Taking out an insurance policy against a risk is an example of a transfer type control. 

	Terminate
	· Eliminates the risk completely.



Stage Five – Implement Controls

Actions to control a risk may be delegated by the Risk Owner to another member of the team, this person will be the Action Owner. The Action Owner implements the control and reports to the Risk Owner.  
Stage Six – Monitor/ Measure Effectiveness

The Risk Owner is responsible for monitoring and measuring effectiveness of controls. Once control actions have been implemented the risk must be re-evaluated and rescored using original criteria. 
















Commission:


- Develops strategic direction and approves Strategic Plan.


- Approves Operational Plan.


- Approval of significant change to approved Projects.


- Approval of new policies and changes to approved policies.


- Appraised of budget and operational performance through quarterly progress packs produced by MT.


- Advised by FRAC of any inadequacy in control, process, policy or procedure.


- High level risk management of risk actions escalated by MT or FRAC.





When: Meet Monthly	





Who: Chair and Commissioners with input from HoS&L, COM and BM				





Finance Risk and Audit Committee (FRAC):


- Reviews current policies, processes and procedures relating to risk and finance control. Provides assurance of appropriateness or where appropriate challenges inadequacies.


- Reviews budget and performance reports produced by MT and provides assurance to the Commission.


- Advises on specific issues as requested by MT or the Commission.


- Advises on risks escalated to it by MT.


- Where appropriate escalates risks to the Commission.





When: Meet quarterly.





Who: 2 Commissioners with input from BM.





Management Team (MT)


- Reviews project proposals and develops operational plan.  


- Identifies, monitors and controls cross cutting risks and escalated risk actions. 


- Receives and reviews assurance on individual project performance from Project Managers.


- Where appropriate escalates risks to FRAC or the Commission.





When: Meet monthly.





Who: HoS&L, Communication and Outreach Manager (COM), BM, Chair.





Programme Level:


- Monitor milestones.


- Monitor KPI’s.


- Monitor resources.


- Monitor budgets.


- Monitor risk registers.


- Manages escalated risk actions from project level.


- Where appropriate  reports and/or escalates risks to MT.





When: Meets fortnightly with team.





Who: Head of Srategy and Legal (HoS&L) and Business Manager (BM).





Project / Activity Level:


- Identifies project and activity related risks through Project Initiation and Planning processes.  


- Maintains Project Risk Registers.


- Manages day to day risks, implementation of projects, and operational activity against approved project plan.


- Where appropriate escalates risks and issues to Programme Level.





When: 


Continuous. 





Who: Project  / Activity Managers.
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